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ZStackSHFHTTPS TN ERVIEERE , t—FPRARSL2M.
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2 HTTPSHE A EFUI

2.1 BRIAHTTPS/3
HERES
MRS | ST ERRARAMEBLHTTPSTRERUI,

RMESER
1. EEEDRHIUTUTSS | FLEEETRIRSIVIIRS
zstack-ctl stop

2. HRVNCIZHI G FFHTTPSIIRE,
a) FUTLATE<S , BERIEBRIREIIFARER (RS MYARFERINE ) .

zstack-ctl show_ui_config

fuan :

[root@localhost ~]# zstack-ctl show_ui_config
db_url = jdbc:mysql://10.0.233.184:3306
db_username = zstack_ui

db_password = zstack.ui.password

mn_host = 127.0.0.1

mn_port = 8080

webhook _host = 127.0.0.1

webhook_port = 5000

server_port = 5000

log = /usr/local/zstack/apache-tomcat/logs
enable_ssl = false

ssl_keyalias = zstackui

ssl_keystore = /usr/local/zstack/zstack-ui/ui.keystore.p12 /AEPERIR
ssl_keystore_type = PKCS12
ssl_keystore_password = password //FA$BZZRG

b) HITFUIBIASZIFPKCS12f8ZUIES , VNCIZHISIERNIASTIFXS00M8TUIES | INFHEVNCEE
HIENEHREERUNET , BRFPKCS1 21804509181 .

openssl pkcs12 -in /path/to/mykeystore.p12 -out ui.keystore.pem -nodes
Erh |, /path/to/mykeystore.p122IFHEEIR , ui.keystore.pemZEZFATHZRI /L,
flan -

[root@localhost ~]# openssl pkcs12 -in /usr/local/zstack/zstack-ui/ui.keystore.p12 \
-out ui.keystore.pem -nodes
Enter Import Password:



MAC verified OK

¢) ¥ Nlusr/local/zstack/apache-tomcat/webapps/zstack/WEB-INF/classes/zstack.properties{&
Klzstack.propertiesFC &34 , FIEPERIRE NEITIER ( BIIERSIERIERFABEIEX
).

consoleProxyCertFile = /usr/local/zstack/zstack-ui/ui.keystore.pem

3. MTUUT A< | BETEROABBEBERIES | AHERFUAEBAHTTPSHUERUI |, imO#
TA\735443,

zstack-ctl config_ui --enable-ssl True

4. EEETRIMTIATSS , BaIEETRRSMVIRS

zstack-ctl start

5. {EFChromeYI s 88ak FireFoxiXlsa 28tk NZStack =851 E ( https://your_machine ip:5443 ) , i
NERNFPEZINZHG ( admin/password ) , BIRTLABRAHTTPS ARURIHES

2.2 BENXHTTPSAI

BRER
TIEIRET |, STHHEREEXEBLHTTPSHRERUI,

BMELER
1. ERFEENIES , IEAEXTREERBSIES , A BESEERCARLIES.

WNfsEFEKeytool ( JavazZliBUEREETH ) £BESIES :

mkdir certs

keytool -genkey -alias tomcat -storetype PKCS12 -keyalg RSA -keysize 2048 -keystore ./
certs/keystore.p12 -validity 365

fuan

[root@localhost ~]# mkdir certs
[root@localhost ~J# keytool -genkey -alias tomcat -storetype PKCS12 -keyalg RSA -
keysize 2048\
-keystore ./certs/keystore.p12 -validity 365
BANZAEOS:
BREANFOS:
BNEFESHERRMTA?
[Unknown]: Jack Chen
BIBLRRIZFREMHA?
[Unknown] ZStack
BNBERBIREHA?
[Unknown DOC
TR E XIS EFREHA?



[Unknown]: SH
BRTERNE/M/BIeXEMRETA?
[Unknown]: SH
IZE M FEERAMXEEA?
[Unknown]: CN
CN=Jack Chen, OU=ZStack, O=DOC, L=SH, ST=SH, C=CNE&IEfa?
&l 2
[root@localhost certs]# Is
keystore.p12

2. EEEDRITLUT®S | FLEEEDRIRSFIVIRS
zstack-ctl stop

3. BIRVNCIEHIESFHTTPSIOEE.

a) VNCIEHIERIEBENASTREIXS00ETUES , NBRE | HTIE PRI,
INIEPKCS 1 28 TUIE T AL IR B X5 098\,

openssl pkcs12 -in /path/to/mykeystore.p12 -out ui.keystore.pem -nodes
Erh | /path/to/mykeystore.p122UFBEKIR , ui.keystore.pemEFATHZRI A,

fuan :

[root@localhost ~]# openssl pkcs12 -in /root/certs/keystore.p12 \
-out ui.keystore.pem -nodes

Enter Import Password:

MAC verified OK

b) {Zzstack.propertiesFLEX 4 , FHEBIRZIRENEIIIRZ (B EREIEEIEBARED
M) .

consoleProxyCertFile = /usr/local/zstack/zstack-ui/ui.keystore.pem

4. PUTLAT S , BEXERSIE. IEBEE. IEBEE. FARERR. HTTPSERIRAEHS
B, FERBEXEBLUHTTPSSRERUI,

zstack-ctl config_ui --enable-ss| True \
--ssl-keyalias=*** --ssl-keystore=*** --ssl-keystore-type="** \
--ssl-keystore-password=*** --server-port="**

IEBEENESEHIEEiE%E zstack.ui.properties Bt &34
IEFRIRE : [BAHTTPSIHEE. EPFIE. IEPERER. UEBEE, FAHEZERE. HTTPSER
im0

zstack-ctl show_ui_config /(A EEEHENXSEER

zstack-ctl stop_ui



zstack-ctl start_ui //BRLAHTTPS &R UI

fuan :

[root@localhost ~]# zstack-ctl config_ui --enable-ssl True \
--ssl-keyalias=tomcat --ssl-keystore=/root/certs/keystore.p12 --ssl-keystore-type=PKCS12
\

--ssl-keystore-password=password --server-port=8888
[root@localhost ~J# zstack-ctl show_ui_config

db_url = jdbc:mysql://10.0.233.184:3306

db_username = zstack_ui

db_password = zstack.ui.password

mn_host = 127.0.0.1

mn_port = 8080

webhook host = 127.0.0.1

webhook port = 5000

server_port = 8888

log = /usr/local/zstack/apache-tomcat/logs

enable_ssl = true

ssl_keyalias = tomcat

ssl_keystore = /usr/local/zstack/zstack-ui/ui.keystore.p12.cp
ssl_keystore type = PKCS12

ssl_keystore_password = password

[root@localhost ~]# zstack-ctl stop_ui

successfully stopped the Ul server

[root@localhost ~]# zstack-ctl start_ui

successfully started Ul server on the local host, PID[32166], https://10.0.233.184:8888

5. EEETRITIUUTSS , EaEETRIRSHVIRS
zstack-ctl start
6. {EFFHChromei}l| e 28akFireFoxiX| e g8t N ZStackETERME ( https://your_machine_ip:your_se
rver_port ) , WINENARFEFIES ( admin/password ) , BIRTLABEX HTTPSSTURRINE
io
iE:
H{FEFFireFoxXILEeRAIRAIVNCIEHIS |, RERIRIEREhttps //your_machine_ip:4900iX1¥
AR VR GG , A EIIERETHVNCIEHIS,



3 IREHTTPAREFUI

BRMELER
1. FUTLATEs< | Hzstack.ui.propertiesth X THTTPSIIRERER SIS R RGEEINE.

zstack-ctl config_ui --restore
2. hifTzstack-ctl stop_uifzstack-ctl start_uiffa],

fgn

[root@localhost ~J# zstack-ctl config_ui --restore
[root@localhost ~J# zstack-ctl show_ui_config

db_url = jdbc:mysql://10.0.233.184:3306

db_username = zstack_ui

db_password = zstack.ui.password

mn_host = 127.0.0.1

mn_port = 8080

webhook _host = 127.0.0.1

webhook port = 5000

server_port = 5000

log = /usr/local/zstack/apache-tomcat/logs

enable_ssl = false

ssl_keyalias = zstackui

ssl_keystore = /usr/local/zstack/zstack-ui/ui.keystore.p12
ssl_keystore type = PKCS12

ssl_keystore_password = password

[root@localhost ~]# zstack-ctl stop_ui

successfully stopped the Ul server

[root@localhost ~]# zstack-ctl start_ui

successfully started Ul server on the local host, PID[43261], http://10.0.233.184:5000

3. {EEFHChromei}l| 5 28akFireFoxilllsa g8t NZStackEIE R A ( https://your_machine_ip:5000 ) , i
NBIAFBFPZNZ ( admin/password ) , BIEIREBIAHTTPARRINER.

RS
Elt , HTTPSHHERUIBMERTTIENRTTEE,



AiEER

X1 ( Zone )

ZStack PR AR — T RIRENX , SRS, —BENE, IFESHIR.

£EE8% ( Cluster )
—EEFREWEEEA ( Host ) HRANZIEAE. ERE— M EEFPRIE T REEBRANERE
R (EUNEEERER | Hypervisor ) , BHERN_EMSEIERE , AILUAEHERENERME, X
PREVEUELD , —MEEFBEXIN—MIZE ( Rack ) ,

1B = ( Management Node )
LERZRGHIIREN , REVIEE. ZEEEEEE.

&= ( Compute Node )
HFRZ IYPIREMN, ( SAPIENL ) , AEEVLFRMITE. N, FEFEREIEE.

FE1=i& ( Primary Storage )

BT EEENMENGRIFEIRS R, SOFAMFEME. NFS, Ceph, . Shared Mount PointZ2¢
i

$51RRS32E ( Backup Storage )
WIRZ NERDEFEIRS S | TERTREEGERCUE., PN IEREZIRSES.

SR B FE ( Image Store )

RRIRS AT | AT TR ENREE RS . SNEEENREGIRAET
LAR RS, SEEURIEE S, TRERE , RERRE | LIRSHEERERE.

=M ( VM Instance )
BITEYEN EAIEIANES , BEEMTAIPHELE , aTLUREAHME | 51T RS,

#®=I% (Image )
=ENE=ZERIBGIENRUY | BEENEIERA =R EGENSEEERS.



=12 ( Volume)
SENEUER | STV REIONIFRETE , RERREERI— SRS = ENHEEERA.

&S ( Instance Offering )
BE=FEIERENCPUHE. NE. MEZRESFHIEEN.

=R ( Disk Offering )
SR BRI EAR/MIIMEE .

—ERI%E ( L2 Network )
" EREIRT RS, T EEXAEE. —ARAERMEANIRE B TRIRR,

=EMIZ ( L3 Network )
=ENERNMEEE , SFEIPHIIETE. MX. DNSE,

ABMLE ( Public Network )
REERNERTPOSERIAB P S E AT LUEEEIF MR E EAREIPHELLE,

FABRILE ( Private Network )

SENEEAERRIAERRLS.

L2NoVianNetwork
YPIE AN EEIZAKAVIaniR &,

L2VIanNetwork

PR ENT RAMBIERSRAVIaniRE |, VianFEZER S IniERIH TIRE.,

VXLANRIZZith ( VXLAN Network Pool )

VXLANRIZZHHY Underlay fI48 , —4 VXLAN RI£&itha] LABIEZSZ 4 VXLAN Overlay [I48 ( BD
VXLAN 48 ) , IXLE Overlay MZZIE1T7ER—4E Underlay fZ&i&5E L.

VXLANMISEE ( VXLAN )

5 VXLAN 130" EMZE , BB VXLAN WNEFZEMNET— 1KY VXLAN &t , RE
VXLAN MEEIHEE _ERE.



=iI%H ( vRouter )
=B EHRILinux= EH RIS B IRSS

L24 ( Security Group )
HXI=FNHTHE=EMEAIR K ST |, XTIPHBiE, MEEERSENEERASETLUSERTR
LN,

SMEIP (EIP)

NEMBENEIFAEWEEAYIPHELL,

BB ( Snapshot )
FE— M HER EE—MEENEIESED. SiERmREFaNREEMFhEE,
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